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Features of State Sponsored Hacking

- Main actors: Russia, China, the US, UK, Israel, Iran, 
Syria and North Korea, but at least 100 states have cyber 
attack capability 

- Political and/or economic motivations

- Advanced techniques: combinations of social 
engineering, malware, zero-day exploits etc. 

- Long-term operations: months and years

- Difficulty of attribution: obfuscation, false flags



Objectives of State-Sponsored Cyber Ops

- Intelligence and Data
➢ Internal Security: surveillance of domestic groups

➢ Foreign intelligence: political, economic, commercial (theft of 
intellectual property)

- “Controlling the narrative”
➢ Propaganda, misinformation and disinformation

➢ Interfere with adversaries’ political processes

- Destroy / degrade adversaries’ infrastructure/capabilities



- Preparation of the battlefield
➢ Intensified intelligence collection (all sources)
➢ Pre-positioning of malware in strategic infrastructure 
➢ Intensified large-scale cyber-attacks before full-scale 

invasion.

- High impact cyber-attacks on infrastructure:
➢ Communications (threat to dual use infrastructure)
➢ Critical infrastructure (energy), combined with missile 

strikes
➢ Financial sector

Elements of State-Sponsored Hacking (1)



- Blended Threats
➢ Criminal groups support state actors’ cyber campaigns 
➢Hacktivist groups 

- “Hack and leak” ops
➢ Effective against targets with high media exposure and 

corruption levels 
➢Directed at targets perceived as supportive of adversary, 

regardless of location

Elements of State-Sponsored Hacking (2)



“Gerasimov Doctrine” or “New Generation Warfare”

➢Varied toolkit: cyber, conventional (kinetic), economic, 
informational and cultural

➢Coordination with other attacks: kinetic, information-
psychological and propaganda

Hybrid Warfare



➢ Indiscriminate targeting of infrastructure, 
humanitarian organizations, and private and state-
owned companies.

➢ Designed to increase chaos of invasion, reduce the 
country's governability

➢ No recognition of international borders, especially 
where other states cooperate with Ukraine.

Lack of rules, restrictions or limits



What can you do?!

Basic risk-management 

➢ Patches, updates, human risk management

➢ Get and keep the attention of top management

➢ Work with peers

To fight state hackers, you need state support!
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